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Abstract:

The growing complexity of cloud-native microservices has intensified the need for robust
anomaly detection mechanisms, particularly for misconfiguration-induced failures that
propagate subtly across service boundaries. This thesis presents a runtime anomaly detection
framework that transforms system metrics into frequency-domain representations—
spectrograms (generated via the Short-Time Fourier Transform) and scalograms (derived from
the Continuous Wavelet Transform)—and classifies them using Convolutional Neural Networks
(CNNs). Evaluated on DeathStarBench, a production-grade microservices benchmark, the
models target two injected misconfiguration anomalies affecting the Reservation and
Recommendation services. To establish a baseline, Long Short-Term Memory (LSTM) models
are trained on raw time-series features. CNNs trained on both spectrograms and scalograms
consistently outperform the LSTM baselines, with the spectrogram-based CNN achieving a
93.77% F1-score, and the scalogram-based CNN attaining the highest overall performance:
98.54% accuracy, 98.53% F1-score, and a Matthews Correlation Coefficient of 0.9628. These
results underscore the effectiveness of frequency-domain transformations for robust
misconfiguration detection in dynamic microservice environments, laying the foundation for
future research in multi-resolution modeling and real-time telemetry analysis.
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